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1. Introduction 

1.1 Purpose
This Standard Operating Procedure (SOP) describes the process for Scanning Your Department’s servers for vulnerabilities. 

1.2 Scope
This SOP is a mandatory document and shall be implemented by all employees and contractors when engaging in Your Department Server Security Scans for this project.
1.3 Training
Name/Title is responsible for ensuring that team members who follow this procedure understand the SOP’s objectives and other inter-related activities. 

1.4 Definitions
List definitions used in this document in alphabetical order. Define only words that will prevent ambiguity. For example: 
Control — To verify or regulate by conducting a parallel experiment or by comparing with another standard.

ISS Scanner – UISO Vulnerability Scanner which scans systems on the IU Network for vulnerabilities. 

1.5 Precautions

This Document shall be used in accordance with IU security policies, for all existing servers, and new servers, both physical and virtual.

1.6 Responsibility

Identify the individuals responsible for activities identified in this procedure. 

List titles by level of seniority, for example: 

· Name– IT Director
· Name – Systems Administrator

· Name – Backup Systems Administrator\Programming Manager
· Name – Sharepoint and SMS Engineer\Backup System Administrator
1.7 Equipment

Identify equipment and supplies that are required to perform this procedure. 

UISO Security Scanner – ISS Scanner
2. Procedure 

It is your responsibility to ensure that you understand this procedure before performing the following tasks. Contact the document author if you have any questions about this procedure. 

Note:  No deviations from this policy/procedure are allowed.
	Step
	Action

	1
	This procedure outlines the security vulnerability scans for Your Department’s servers. 

	1.1
	Scan Results from all Your Department’s servers are emailed to i.e., the School/Department Security Officer. Scans are setup on a re-occurring basis of a minimum of 28 days, and all scan results are reviewed monthly by Name(s)/Title(s). Calendar Entry exists on Name(s)/Title(s) calendar, as well as the Your Department’s (IT) Team Sharepoint calendar as a reminder to check all security scans and to report any vulnerabilities. Any scans that fail, will be manually rescanned from the ISS Scanner (https://itso.iu.edu/scanner/). 
In addition, scan results are reviewed by Name(s)/Title(s), who will also report any scan failures to Name(s)/Title(s) on monthly review of ISS Scan results.
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	2.0
	To request a new server be scanned

	2.1
	Go to https://itso.iu.edu/scanner/, login with Kerberos credentials

	1.3.1
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	2.2
	Enter the DNS Name of server in the request and click the request scan button:
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	2.3
	To request manual scan of existing host in list, click the hosts link at the bottom menu, and select the server to be rescanned:
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	2.4
	To configure re-occurring scans for a server, go to the hosts page, select the server, select Host Profile
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And type in the number of days, no more than 28.
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	3.0
	If vulnerabilities exist per the scan results, corrective actions are taken per the scan results to correct the vulnerability, or in some cases accept a low risk vulnerability, such as SQL Server exists on a SQL Server.


3. Reference Documents
Individuals using this procedure should become familiar with the following documents:

n/a
The following documents are cited within this procedure.

IU Policy IT – 12  http://informationpolicy.iu.edu/policies/IT12
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