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1. Introduction 

1.1 Purpose
This Standard Operating Procedure (SOP) describes the process for patching Servers at Your Department. 

1.2 Scope
This SOP is a mandatory document and shall be implemented by all employees and contractors when engaging in patching Your Department’s Servers for this project.
1.3 Training
Person/Title is responsible for ensuring that team members who follow this procedure understand the SOP’s objectives and other inter-related activities. 

1.4 Definitions
List definitions used in this document in alphabetical order. Define only words that will prevent ambiguity. For example: 
Control — To verify or regulate by conducting a parallel experiment or by comparing with another standard.

Microsoft Updates – Patches, updates, and services packs for Microsoft Operating Systems and Applications, typically released on the second Tuesday of each month.

Microsoft Windows Server Update Services (WSUS) – Microsoft application designed for patch deployment and reporting of Microsoft OS and Application patches.

Software Application i.e., Shavlik HFNetChk Pro is used to scan for missing patches and deploying patches on Your Department’s servers.
1.5 Precautions
na
1.6 Responsibility

Identify the individuals responsible for activities identified in this procedure. 

List titles by level of seniority, for example: 

· Names – Titles
1.7 Equipment

Identify equipment and supplies that are required to perform this procedure. 

ServerName.ADS.IU.EDU – Software Application Server, WSUS Server
2. Procedure 

It is your responsibility to ensure that you understand this procedure before performing the following tasks. Contact the document author if you have any questions about this procedure. 

Note:  Deviations are allowed on case by case basis, and only if a patch, or service pack creates system, or application instability.
	Step
	Action

	1
	This procedure outlines the process in which all servers in Your Department get patches, updates, and Service packs.

	1.1
	For All Your Department’s Servers, group policy enables Automatic Updates, and configures the updates to download to the servers. Critical updates (Zero Day) will be applied based on 2 active directory groups tied to WSUS on server_name-patch01. The first group considered “Zero Day” is a group of non-mission critical servers contained in the group called server_group-wsus-zeroday, all servers in this group will automatically download and install patches as they come out on patch Tuesday, and reboot beginning at XX:XX PM that night. All other Your Department’s systems that are in the group server_group-WSUS-Nonautomatic, will still download the patches from the server_name-patch01 WSUS server, but will be manually installed within 48 hours of the initial patch release If there are no significant problems identified with the initial patch release. 

	1.2
	Virtual Servers on the Zero Day patch group will be snapshotted first, and if any problems arise from patching, can be reverted to the snapshot of the VM.

	2.0
	System Administrator and Backup System Administrators review the reports from WSUS to find any failed patches or updates after the 48 hour period. 

	2.1
	Any issues which arise from patches/updates/services packs will be handled on a case by case basis, which may result in uninstalling the update, or reverting a snapshot back on a virtual server.

	
	

	
	


3. Reference Documents
Individuals using this procedure should become familiar with the following documents:

The following documents are cited within this procedure.

List the procedure or document number and the title separated by a comma.

n/a
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