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1. Introduction 

1.1 Purpose
This Standard Operating Procedure (SOP) describes the process for System Compromise Procedure for Your Department ( IT). 

1.2 Scope
This SOP is a mandatory document and shall be implemented by all employees and contractors when engaging in System Compromise Procedure.
1.3 Training
The Title/Name is responsible for ensuring that team members who follow this procedure understand the SOP’s objectives and other inter-related activities. 

Ensure that team members sign that they have read and understand this SOP.
1.4 Definitions
List definitions used in this document in alphabetical order. 

DOD Wipe – to securely eradicate data from a hard drive or other data storage device by using Department of Defense standard DOD 5220.22-M.
1.5 Exceptions
No deviations from this SOP are allowed
1.6 Responsibility

Identify the individuals responsible for activities identified in this procedure. 

· SOP Author
· Surplus Coordinator
· Desktop Technicians
1.7 Equipment

Identify equipment and supplies that are required to perform this procedure. 

List equipment required to perform this procedure in alphabetic order. Identify advantages, restrictions, limitations, and precautions.
2. Procedure 

It is your responsibility to ensure that you understand this procedure before performing the following tasks. Contact the document author if you have any questions about this procedure. 

Note:  Deviations from this SOP are made in accordance with <identify relevant documents>. 
	Step
	Action

	1
	Follow steps in SOP-XX-XX Your Department Incident Response

	2
	Once instructed to do so by University Information Security Office or University Information Policy Office, the compromised system is relocated to Your Department (IT) offices

	3
	Once instructed to do so by University Information Security Office or University Information Policy Office, the compromised system is rebuilt to ensure complete eradication of malware

	3.1
	Compromised system is DOD Wiped

	3.2
	Compromised system is rebuilt using steps in SOP-XX-XX  System Refresh Procedure

	4
	Cleaned system is returned to customer 


3. Reference Documents
Individuals using this procedure should become familiar with the following documents:

SOP-XX-XX Your Department Incident Response 
SOP-XX-XX System Refresh Procedure
The following documents are cited within this procedure.

SOP-XX-XX Your Department Incident Response 
SOP-XX-XX System Refresh Procedure
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