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1. Introduction 

1.1 Purpose
This Standard Operating Procedure (SOP) describes the process for deploying security patches to client systems (desktops, laptops, netbooks).
1.2 Scope
This SOP is a mandatory document and shall be implemented by all employees and contractors when engaging in the surplus of Your Department-owned equipment for this project.
1.3 Training
The Technical Support Manager (Matt Kirchhoff) is responsible for ensuring that team members who follow this procedure understand the SOP’s objectives and other inter-related activities. 

Ensure that team members sign that they have read and understand this SOP.
1.4 Definitions
List definitions used in this document in alphabetical order. 

Shavlik – Shavlik HFNetChk Pro. Tool used for applying 3rd-party patches to Microsoft systems.

WSUS – Windows Server Update Services. Microsoft tool used to patch Microsoft systems.
3rd-Party – Includes non-Microsoft companies such as Adobe, Java, Apple, Mozilla

ZeroDay – Representative group of systems (~5%) to which patches are released immediately

NextDay – The remaining systems (after ZeroDay) to which patches are released.
1.5 Precautions
None
1.6 Responsibility

Identify the individuals responsible for activities identified in this procedure. 

· SOP Author
· Desktop Technicians
1.7 Equipment

Identify equipment and supplies that are required to perform this procedure. 

List equipment required to perform this procedure in alphabetic order. Identify advantages, restrictions, limitations, and precautions.
2. Procedure 

It is your responsibility to ensure that you understand this procedure before performing the following tasks. Contact the document author if you have any questions about this procedure. 

Note:  Deviations from this SOP are made in accordance with <identify relevant documents>. 
	Step
	Action

	1
	The goal of this procedure is to ensure that Your Department-owned client systems are secured by regularly applying security patches both from Microsoft and 3rd-party vendors.

	2
	Microsoft Patching

	2.1
	Microsoft typically releases security patches on the 2nd Tuesday of each month. 

	2.2
	Systems in the ZeroDay group will receive these patches beginning at XX pm the night of Microsoft’s release. 

	2.2.1
	Five business day waiting period to allow any bugs or software conflicts to appear following patching.

	2.3
	Assuming no conflicts in 2.2.1, patches are manually approved by title i.e.,  the Desktop Support Manager for remaining systems in NextDay group 

	3
	3rd-Party Patching

	3.1
	3rd-party patches are released at unpredictable intervals. 

	3.2
	Shavlik is scheduled to scan all client systems at XX pm on Monday, Wednesday, and Friday each week. 

	3.2.1
	Any missing patches are immediately deployed. If reboot is necessary, a prompt appears requesting that the user logoff.

	3.3
	Agent ---not in Definitions section 1.4 is installed to each client system. Agent checks in once per week as an additional safeguard against missing patches (particularly useful for laptops and remote systems not easily reached by remote scanner)

	3.3.1
	Patches are applied by agent identically to 3.2.1


3. Reference Documents
Individuals using this procedure should become familiar with the following documents:

IU IT Policy 12
The following documents are cited within this procedure.
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