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1. Introduction 

1.1 Purpose
This Standard Operating Procedure (SOP) describes the process for changing administrator passwords on all Your Department IT Servers. All administrator accounts on each server in Your Department will be changed in a time period =/< every 6 months. 
Each individual server shall have a unique Administrator account, and the account is renamed to a non-standard name of: wxyz123
1.2 Scope
This SOP is a mandatory document and shall be implemented by all employees and contractors when engaging in changing system passwords for this project.
1.3 Training
Person’s Name (Job Title) is responsible for ensuring that team members who follow this procedure understand the SOP’s objectives and other inter-related activities. 

Ensure that team members sign that they have read and understand this SOP.
1.4 Definitions
List definitions used in this document in alphabetical order. Define only words that will prevent ambiguity. For example: 
Control — To verify or regulate by conducting a parallel experiment or by comparing with another standard.

Password Vault – Application with Encrypted database, and secure password generator

RDP – To allow for remote access to systems to change administrator password

1.5 Precautions
Use this SOP in conjunction with other [name of procedure(s)]. 

1.6 Responsibility

Identify the individuals responsible for activities identified in this procedure. 

List titles by level of seniority, for example: 

· SOP Author

· Quality Manager

· Team Leader

1.7 Equipment

Identify equipment and supplies that are required to perform this procedure. 

RDP Access to Your Department Servers, Password Vault with Your Department Server Encrypted Database.
2. Procedure 

It is your responsibility to ensure that you understand this procedure before performing the following tasks. Contact the document author if you have any questions about this procedure. 

Note:  Deviations from this SOP are made in accordance with <identify relevant documents>. 
	Step
	Action

	1
	Run Password Vault application, and load encrypted database with correct credentials.

	1.1
	For New Servers….

	1.2
	Enter Server name

	1.3
	Passwords for new entries are generated automatically/manually, with X number of characters (X number of special characters; X number of numeric characters).

	1.4
	For Existing servers, click the existing entry, then click generate password and repeat steps 1.3.1-1.3.5 to change the new password.

	2.0
	Once a quarter, the Password Vault will be copied and placed on a secure encrypted flash drive held in a locked cabinet in the IT Director’s office.


3. Reference Documents
Individuals using this procedure should become familiar with the following documents:

[Include this mandatory statement in all procedures]

n/a
The following documents are cited within this procedure.

List the procedure or document number and the title separated by a comma.

n/a
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