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Misuse and Abuse of Information Technology Resources


About This Procedure
Effective Date:
05-23-2006
Date of Last Review/Update:
05-15-26
Responsible University Office:
University Information Policy Office
Responsible University Administrator:
Vice President for Information Technology & Chief Information Officer
Procedure Contact:
University Information Policy Office, uipo@iu.edu


Procedures 

Report suspected misuse or abuse of Indiana University information technology resources to the appropriate office below:

· For Bloomington and Indianapolis campuses, contact the University Information Policy Office (UIPO) at it-incident@iu.edu.
· For all other campuses, contact:
· The Chief Information Officer’s (CIO) campus delegate, and
· The regional campus Chancellor’s Office (for academic appointees)
· The regional campus Human Resources Office (for staff)
· The regional campus Vice Chancellor for Student Affairs (for students)

If a violation of law is suspected, contact:

· The UIPO (for Bloomington/Indianapolis) or the CIO’s campus delegate, and
· Campus police and/or University Counsel

Suspension or termination of access:

Service managers, system administrators, and security or network engineers may suspend or block access to an account when it reasonably appears necessary. They may act to protect the integrity, security, functionality, or availability of university or other computing resources. They may also act to protect the university from liability.

Authorized university officials may request immediate removal of access. This includes supervisors, executive administrators, or account sponsors. Reasons may include, but are not limited to:

· Termination for cause with concern for system or data security
· Reasonable belief that the account holder engaged in illegal activity or violated university policy

Before removing access for staff or faculty who are also students, the department should consult the appropriate campus Dean of Students or equivalent.

Technicians responsible for a service may disable access without prior approval if an account is causing or reasonably appears likely to cause damage or serious service disruption. When possible, the technician will notify the individual before disabling access. If prior notice is not possible, the technician will notify the individual as soon as practical.

Unless another policy applies, access will be restored as soon as the threat is resolved.

Technical Investigation:

The University Information Security Office (UISO) coordinates technical investigations and computer forensics related to misuse or abuse of information technology resources.

For campuses other than Bloomington and IUI, the Chief Information Officer’s campus delegate will consult with UISO to conduct investigations and gather data.

All investigations must comply with applicable law and university policies and procedures.

Consultation:

The University Information Policy Office and the Chief Information Officer’s campus delegate provide advice and consultation on technology use or misuse. University administrators, campus leaders, and individual personnel may request assistance.

Sanctions 
Indiana University will address reports of misuse and abuse of information and information technology resources according to existing policies and procedures issued by appropriate authorities.
Depending on the individual and the circumstances, the university may involve:
· Human Resources;
· The Vice Provost or Vice Chancellor of Faculties, or campus equivalent;
· The Dean of Students, or campus equivalent;
· The Office of the General Counsel; and
· Appropriate law enforcement agencies.
See policy IT-02, Misuse and Abuse of Information Technology Resources, for additional details.
Failure to comply with Indiana University information technology policies may result in sanctions related to:
· Use of information technology resources, including suspension or termination of access or removal of online material;
· Employment, including immediate termination when allowed under university policy;
· Student status, including student discipline under applicable university policy;
· Civil or criminal liability; or
· Any combination of these actions

Additional Contacts
Maintained and revised as necessary by the University Information Policy Office under the direction of approved data management committees.
Campus registrars or the Office of the VP and General Counsel will handle questions about the impact of FERPA on IU student record use.
Office of the Vice President for Information Technology
University Information Policy Office


History

· Reviewed and revised December 6, 2024.
· Revised April 22, 2016: updated all references to itaccounts.iu.edu to new tools at access.iu.edu.
· Revised July 13, 2015: added account sponsor responsibilities (revised language from KB).
· Revised September 9, 2014: updated limited access section.
· Reviewed December 2011.﻿
· Revised August 17, 2011: changed titles in Sanctions section to more accurately reflect current usage.
· Revised December 20, 2010: changed language for retired spouses/domestic partners per UHRS request and after stakeholder review.
· Revised March 4, 2010: enhancing language in Sanctions section
· Updated procedures section for "Persons affiliated with external entities collaborating with Indiana University" to match academic no-pay process — September 23, 2008
· (1) Updated Alumni email eligibility to reflect new Alumni Association service — March 2, 2007
· Revised March 12, 2006
· Approved May 23, 2006
· Posted as an interim policy November 15, 2000
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