[bookmark: _GoBack]IT Policy # X
Approval Date: 
Effective Date: 
Your School
Your Department

TITLE:	INFORMATION SYSTEMS COMPUTER ACCESS SECURITY

I. Purpose

To ensure that each user of Your Department systems is given the access necessary to perform his/her job, to ensure that access to the system(s) is limited to authorized users, and to ensure confidentiality of patient medical and financial data. 

II. Scope

All Your Department faculty, staff, volunteers, and temporary employees.

III. Summary

This policy establishes access controls of any technology resources, specifically any resources where electronic patient health information “ePHI” may be present.

IV. Definitions
Electronic Protected health information (ePHI) is:
· Individually identifiable health information.
· Transmitted or maintained in any electronic form or medium.
What is Individually Identifiable Health Information?
Any information including demographic information that:
· Is collected from an individual. 
· Is created or received by a covered entity.
· Relates to the past, present, or future physical or mental health condition of an individual.
· Relates to the provision of health care to an individual.
· Relates to the past, present, or future payment for the provision of health care to an individual.
· Identifies the individual where there is reasonable basis to believe that the information can be used to identify the individual. 
User Level Access: 
A user who has the right to log into a computer, run already installed programs, and make basic configuration changes (example: establish shortcuts on their computer).
Power User Level Access: 
A user who has the right to log into a computer, run already installed programs, add/remove some programs and devices, and make moderate configuration changes (example: add a printer).

Administrative Level Access: 
A user who has the right to log into a computer, run already installed programs, has the ability to add/remove programs and devices, and make major configuration changes (example: enable/disable network connection; add a user to the administrator group of the computer; change system time).
V.    Exclusions
None. 
VI.	Policy Statement
Guidance provided by Indiana University IT policy IT-12, Security of University IT Resources states that organizational units (campuses, departments, offices, affiliated agencies, etc.) should pay special attention to access control of any technology resources managed by a department, specifically any resources where electronic patient health information “ePHI” may be present.   Appropriate access control would include limiting administrative account access of resources based on job function and tightly controlling access of outside parties, vendors, and other non-affiliated members and volunteers of the department.  Among other things, securely managing technology resources is described by the university policy as limiting access to needed services to authorized persons only and that day-to-day work should normally be accomplished as a user level access. 

 The following policy statement will be followed by Your Department:

The user’s job function will dictate the type and level of access required. For the purpose of this policy, Your Department categorizes faculty, staff, volunteers, and temporary employees into four categories.

1. All faculty and staff are granted User level access to their computers. Requests for higher-level access must be submitted in writing or by online request form with business justification. Requests will be reviewed by Name/Title/Committee
2. IT desktop support staff are granted administrative access level to their computers.
3. IT server support staff are granted administrative access level to their computers and department servers. 
4. Your Department (IT) reserves the right to revoke administrative access in the event of system compromise or evident abuse.

Personnel i.e., Section Administrators, Section Directors or their designees will be responsible for initiating computer access requests as well as changes and terminations.

A. Personnel i.e., Section Administrators, Section Directors or their designees will initiate requests to their support technician via the Help Desk for new employee access, the systems the employee is allowed to access and the security level of access to be granted to the various Your Department applications (example: user, power user or administrator level access on specific application i.e., the Message Tracker application). 
B. When an employee terminates his/her employment, Personnel i.e., Section Administrators, Section Directors or their designees will be responsible to initiate a Help Desk request to terminate his/her system accesses. The request should contain the employee name and termination date.  It is recommended that this request be sent at least 5 business days prior to the actual termination date. 
C. The responsible support technician will look up the systems the employee has access to and process the termination. In the event that the employee is still employed by another IU department or is still a student enrolled in the IU system, the support technician will not be able to terminate the account access privileges. The support technician will instead stop the Ex-employee access rights to Your Department’s systems.

VII.	Cross Reference:
		
		Indiana University IT policy IT-12, Security of University IT Resources.
		HIPAA Security Rules:

The HIPAA security rule also provides guidance related to access control of users of technology resources where ePHI may be present.  The following sections of the rule apply directly to access control: 

Access Control  §164.312(a)(1):   Implement technical policies and procedures for electronic information systems that maintain electronic protected health information to allow access only to those persons or software programs that have been granted access rights as specified in §164.308(a)(4).

Access Authorization  §164.308(a)(4)(ii)(B):  Implement policies and procedures for granting access to electronic protected health information, for example, through access to a workstation, transaction, program, process, or other mechanism.

Access Establishment and Modification  §164.308(a)(4)(ii)(C):  Implement policies and procedures that, based upon the entity’s access authorization policies, establish, document, review, and modify a user’s right of access to a workstation, transaction, program, or process.


  VIII. 	Forms:

Computer Access Exception Form.



IX. Exceptions:

Deviation to this policy will be granted in rare circumstances and will require the approval of Name/Title/Committee
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