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TITLE:	PROTECTING DATA IN COPIERS AND MULTIFUNCTION DEVICES

I. Purpose

To establish guidelines for Your Department regarding Protecting Data in Copiers and Multifunction Devices

II. Scope

All Your Department faculty, staff, volunteers, and temporary employees.  All Copiers and Multifunction Devices owned wholly or in part by Your Department.

III. Summary

This policy establishes the formal security policy provided by Your Department (IT) for all Copiers and Multifunction Devices used in Your Department.

The media has recently brought the data retention practices of many copiers and multifunction office devices into the limelight — specifically that some models of these devices retain, on a hard drive, a digital cached "copy" of some or all documents printed, scanned, or processed by the machine.

This allows for a serious security risk, as confidential data can end up leaving the Department without proper data destruction procedures. 


IV. Definitions
LSP
Refers to Local Support Personnel. An IT staff member who is responsible for computer support within Your Department. 
Copiers and Multifunction Devices
Refers to large office equipment (either purchased or leased) providing one or several of the following functions:
- Copying
- Scanning
- Faxing
- Printing (not primary function)
 V.    Exclusions
None
VI. Policy Statement
Your Department (IT) follows the guidelines detailed in the following article from the IU University Information Security Office, the major points of which follow: http://informationsecurity.iu.edu/articles/Copiers_and_Multifunction_Devices 

A. Purchasing/leasing new equipment.  

1. When beginning the search for new equipment, ensure that you engage and work closely with the Office of Procurement Services. They are currently in negotiations with contracted vendors to ensure that the university receives the best prices on equipment that does not endanger the data that may pass through the machine — either by keeping the cache encrypted, periodically securely deleting the cache, or (ideally) not keeping one at all.
2. You may direct specific questions related to this type of equipment to the Office of Procurement Services: http://www.indiana.edu/~purchase/contact/contact.shtml 

B. Existing Equipment

1. All existing equipment, if the functionality exists, must have data overwrite security enabled. Please contact the sales/leasing vendor or the Office of Procurement Services to confirm that the device supports this functionality

2. Any device that does not support data overwrite security must be replaced with a device that does, or an additional hardware/software solution must be purchased from the sales/leasing vendor in order to implement such a solution. If the device is replaced, the hard drive from the old device must be retained and turned into Your Department (IT) for secure shredding. This may incur a cost from the leasing vendor.

However, before anything else, first determine whether your equipment is in fact retaining digital copies on a hard drive. To do this, you may want to contact:

· Your sales/leasing vendor 
· Office of Procurement Services 

You may contact either the Office of Procurement Services or your vendor directly to inquire about replacement equipment. Don’t assume all equipment contracts are created equal.


C. Disposing of, transferring, or retiring old equipment

1. Since it has become public knowledge that copiers/multifunction office devices may contain sensitive personal information, their disposal must be handled carefully. The university already has the following existing resources related to the disposal of hard drives and the secure removal of data, which should be applied to this type of equipment:
1. Disposal and Redistribution of University Property | IU Procurement Services 
2. Sale of Computing Equipment | IU Procurement Services 
3. Securely Removing Data | IU Information Security Office 
4. Hard Drive Destruction Procedures | IU Procurement Services - IU Bloomington 
5. Surplus Hard Drive Shredding Program | IU Procurement Services - IUPUI and Regional Campuses 



VII.	Cross Reference:
		
UISO Multifunction Device Security Guidelines
http://informationsecurity.iu.edu/articles/Copiers_and_Multifunction_Devices

  VIII. 	Forms:

None

IX. Exceptions:

Deviation to this policy will be granted in rare circumstances and will require the approval of Name/Title.		
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