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Your School
  Your Department

TITLE:	ENCRYPTED FLASH DRIVES

I. Purpose

To establish guidelines for Your Department regarding encrypted flash drives

II. Scope

[bookmark: _GoBack]All Your Department faculty, staff, volunteers, and temporary employees.  All flash drives owned wholly or in part by Your Department.

III. Summary

This policy establishes the formal security policy provided by Your Department for all flash drives used in Your Department.

Because flash drives are frequently used for data storage and transfer among computers, there is a high risk of confidential data loss due to theft or misplacement. As a result, the use of encrypted flash drives is critical to protect sensitive data. In the event of theft or misplacement, the safety of the data is 100% assured.


IV. Definitions
LSP
Refers to Local Support Personnel. An IT staff member who is responsible for computer support within Your Department. 
Flash Drives
A small, portable flash memory card that plugs into a computer’s USB port and functions as a portable hard drive. 
V.    Exclusions
None
VI. Policy Statement
·  Your Department (IT) follows the guidelines for the procurement of encrypted flash drives as set forth by Your Department. As Your Department has security restrictions in place on workstations that allow data transfer only to a specific make/model of flash drive, Your Department (IT) requires the use of these specific drives.
·   Due to the uncertainty of data being stored, Your Department (IT) requires that all flash drives in use on Department PCs be encrypted.

Replacing Existing Drives
· Existing unencrypted flash drives should be turned into Your Department (IT) in exchange for encrypted flash drives.

Procuring New Flash Drives
· If you currently do now have an unencrypted flash drive, you can still acquire a new encrypted flash drive by submitting a Help desk request to Your Department (IT). Your Department (IT) will provide encrypted flash drives at no cost to the individual sections.

Password Protection
· Encrypted flash drives are secured with a password (can differ from your IU/ADS password). This password must be entered each time the flash drive is inserted into a computer. IMPORTANT NOTE: It is critical that you remember the access password. If forgotten, you will not be able to retrieve the data off the flash drive. Your Department (IT) cannot recover this data due to a lost password. 

Reliability of Flash Drives
· Flash drives are a volatile storage mechanism and are sensitive to physical and electromagnetic damage. As a result, flash drives should not be used as the primary storage mechanism for any data. They should be used solely as a backup. Critical data should always be stored in at least two places, preferably on the Your Department’s file servers where data is backed up nightly.


VII. Statement of Liability
· Employees retain full liability for all data stored on unencrypted flash drives. In cases of theft, employee assumes all responsibility and legal/professional consequences for storing data on unencrypted flash drives.


VIII.	Cross Reference:
		

 
IX. Exceptions:

Deviation to this policy will be granted in rare circumstances and will require the approval of Name/Title.
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