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Your Department
Remote Access to Systems by Vendor(s)
 
 
I.   Purpose
The purpose of this policy is to define the conditions and controls under which authorized information technology vendors are allowed remote electronic access to Your Department  information system assets. It is a generally accepted practice in the industry to permit IT vendors remote access to the portions of the system that they support or maintain. This is often the quickest and most economical means of support/maintenance for both the vendor and customer. However, we must take reasonable steps to assure that such access is appropriate and protected from potential abuse.
II.    Scope
All Your Department faculty, staff, volunteers and temporary employees.
III.   Summary
Vendors will be permitted remote access solely to support or maintain our system. This includes assistance such as posting updates to their product, troubleshooting to resolve a problem we report, and training as requested by an authorized employee. When accessing the system vendors are not permitted access to any critical or limited access  information without our approval and having a Business Associates Agreement,  which will be withheld unless such access is required to achieve a legitimate business purpose. Access is specifically prohibited for any purposes related to sales, marketing, research, or any other internal needs of the vendor not specifically required to support or maintain our use of the system. 
IV. Procedure
1)      Vendors call to request access. 
[bookmark: _GoBack]2)      Your Department (IT) staff  obtain the call back number.
3)      Your Department (IT) staff call back vendor to initiate access and activate PC Anywhere or like system.
4)      At the end of access, Your Department (IT) staff ensure that PC Anywhere or like system is deactivated within 3 minutes. It is preferred that the system is setup to automatically deactivate after 3 minutes.
V.  Access Logs
Access logs will be regularly reviewed to see if there is any unauthorized or suspicious activity, which will be immediately investigated and reported to our information security official Name, telephone XXX-XXXX.
VI. Cross Reference
	None
VII. Forms
	None
VIII. Review Signatures
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