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TITLE:	SCANNING FOR CRITICAL DATA POLICY

I. Purpose

To determine the classification level of data contained on all systems in Your Department.

II. Scope

All Your Department client computing systems.

III. Summary

This policy establishes the timeline, guidelines, and general procedures for the scanning of client computing systems for purposes of identifying files which contain social security numbers, driver’s license numbers, patient information, and other data classified as critical, limited access/restricted, and university internal.  More information on data classification is available at:

 http://datamgmt.iu.edu/classifications.shtml

IV. Definitions
Client Computing System: 
Any departmentaly-owned device (inclusive of all operating systems) used to process or store data, including, but not limited to: laptop computers, notebook computers, tablet computers, desktop computers, servers, and smart phones.
Primary Owner:
The person who uses the computer more than any other, the person who supervises those who share time on a computer, such as hourly employees, or the person who has a functional interest in a public kiosk-type computer.
Proper Data Owner:
In the case of client computing device, the primary owner will be identified by appropriate records, inventory, and login usage.  In the case of servers, the proper owner of the data will be determined as the person who supervises the activities represented by the group folder where the files are located.
V.    Exclusions
No computing device is excluded from this policy at this time.
      VI.    Procedures
Scanning:
Using Identity Finder Enterprise Console, or similar product, the Your IT Department system administrator will scan each client computing system and departmental servers once each quarter.  The positive results will be shared with the proper data owner, who is responsible for deciding the proper outcome of the data.  All logs from the quarterly scan will be destroyed after 120 days.
Data Outcomes:
Each file positively identified has having critical, limited access/restricted, or university internal data must be reviewed by the proper data owner.  The proper data owner should take one of three actions with each file and report back to Your IT Department system administrator:
1. Delete the file
2. Redact the critical data from the file and save it
3. Keep the file as-is and issue a response to the Dean or department chair stating the necessity to keep the information

VII.	Cross Reference:
		
		Critical Data Necessity Procedure
	

  VIII. 	Forms:

Data Scanning Form, which will be sent as an attachment to each proper data owner.


IX. Exceptions:

No persons are excepted form this policy at this time.


X. Other:

[bookmark: _GoBack]All reasonable attempts will be made to keep information confidential.  In some cases, however, the primary owner of a computer may receive reports that include files owned by other users of the computer.  This is unavoidable due to the nature of the reporting mechanism and the time involved administering the reports.		
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