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I. Purpose

To determine the scope and limitations of administrative level access to the computer devices in Your Department systems.

II. Scope

All Your Department client computing systems.

III. Summary

This policy establishes the restriction, and exceptions to the restriction, of administrative level access to all computing devices in the department.

IV. Definitions
Administrative Level Access: 
A user who has the right to log into a computer, run already installed programs, has the ability to add/remove programs and devices, and make major configuration changes (example: enable/disable network connection; add a user to the administrator group of the computer; change system time).
Computing Devices:
Any electronic device capable of storing institutional data, such as e-mail, word processing documents, etc.  Computing devices include, but are not limited to, desktop computers, laptop computers, tablets, and smart phones.
V. Policy Statement

Because computer viruses and other forms of malware are so prevalent, and because Your Department wishes to protect institutional data to the best of our ability, no person in Your Department shall have administrative level access to any university-owned computing device.  

VI. Exceptions

In situations where business, educational, or research needs cannot be met without administrative level access, a request can be made for a full or limited exception.  A full exception will be granted only in rare circumstances when:
1.  The IT staff determines that the process, software, or program in question will not function properly unless the customer’s ADS account is an administrator of the computing device, and
2.  No alternatives exist to meet the business, educational, or research need in question, and
3.  Where the IT staff determine that the process, software, or program cannot successfully “run as” an administrator
A limited exception may be granted when:
1.  The computing device is often located far away from IT staff support, as in the case of a laptop, and
2.  Where the customer agrees to only login with administrator credentials only when necessary, and
3.  Where the customer understands the risk and responsibility of operating as an administer on the computing device by signing the request form

VII.       VI.    Procedure
Exception Requests:
The “Exception Request Form” can be found at (insert link here).

The request form is routed to the IT department for vetting, and then forwarded to the (Name/Title/Committee).

VIII. Cross Reference:
		


IX. Warning:

Anyone attempting to upgrade their own system to Windows 7 without Your Department (IT) involvement will have his/her administrative privilege revoked. Your Department (IT) will not provide any support for a self-upgraded system.  		
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